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EXECUTIVE SUMMARY

Major DSOs are working together with market players and other stakeholders within the Horizon
2020 -LCE-06-2016 project InterFlex to develop an application programming interface (API) to guarantee
interoperability between the DSO and aggregator systems. Standardized interfaces will be developed to
integrate the platforms of different players. This deliverable gives a brief overview about the protocols
used in the different demo sites and places them in the context of existing IEC standards.

Based on the gap identified between existing standards and solutions selected by the different demo sites,
we propose a flexibility platform that offers two interoperable APIs that will enable seamless coupling
between the IT Systems of Aggregators with the OT systems of the DSO.

Within the work package 3 subtask 3.1.3, interoperable APIs specification, interoperable APIs are specified
using unified modelling language formal modelling (D3.4). Furthermore, an open source reference
implementation of the APIs is provided (D3.5) and finally, an abstract test suite to validate proper
implementation (D3.6) is proposed. In particular, semantic of the data will be consistent with what
has been detailed in the present document, while the data syntax will depend on the solution
selected during the implementation phase.

The content of this deliverable is intended to be standalone. For further deeper information, we refer the
interested reader to the preceding deliverables D3.1 [1] and D3.3 [2].
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1 INTRODUCTION

The European Union (EU) Project Interactions between automated energy systems and flexibilities brought
by energy market players (InterFlex) is a response to the Horizon 2020 Call for proposals, LCE-02-2016
(“Demonstration of smart grid, storage and system integration technologies with increasing share of
renewable: distribution system”).

This Call addresses the challenges of the distribution system operators in modernizing their systems and
business models in order to be able to support the integration of distributed renewable energy sources into
the energy mix. Within this context, the LCE-02-2016 Call promotes the development of technologies with
a high TRL (technology readiness level) into a higher one.

InterFlex explores pathways to adapt and modernize the electric distribution system in line with the
objectives of the 2020 and 2030 climate-energy packages of the European Commission. Six demonstration
projects are conducted in five EU Member States (Czech Republic, France, Germany, the Netherlands and
Sweden) in order to provide deep insights into the market and development potential of the orientations
that were given by the call for proposals, i.e., demand-response, smart grid, storage and energy system
integration.

With Enedis as the global coordinator and CEZ Distribuce as the technical director, InterFlex relies on a
set of innovative use cases. Six industrial-scale demonstrators are being set up in the participating
European countries. Figure 1-1 shows a map identifying the demo site around the Europe.

ENEXIS

GROEP

Figure 1-1 The map identifies the demo sites in the context of this project

Through these demonstration showcases, the InterFlex will assess how the integration of the new solutions
can lead to a local energy optimization. Technically speaking, the success of these demonstrations requires
that some of the new solutions, which are today at TRLs 5-7, are further developed reaching TRLs 7-9 to
be deployed in real-life conditions.
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1.1 Scope

The scope of this report is to present the specification of an interoperable APIs for flexibility control that
addresses missing or non-coherent functionalities for flexibility negotiation between DSOs and flexibility
aggregators. These APIs form the so-called InterFlex APl and are a core component of the proposed
flexibility cloud platform.

1.2 Objectives

The objective of this work is to formally specify the main party of the API that interconnects a DSO to a
flexibility aggregator. Our draft of the flexibility cloud platform contains more additional features and
services that are covered in other WPs.

1.3 Motivation

The enabling of flexibilities in distribution networks requires the additional ICT systems. It is imperative
to use standards and norms in order to ensure the highest possible level of interoperability of the various
core components in the smart grid infrastructure and thus to increase the integration capability as
described in Figure 1-2. The aim of most current standardisation efforts and initiatives (CEN/CENELEC/ETSI
M490) is to reach the level of semantic interoperability in order to minimise the integration distance. If no
integration distance is present, then an optimal situation is achieved where a plug and play standard is
present. The activation of flexibilities via the so-called upper bound, presented in [1, 2] , which includes
the aggregator will provide numerous new (market) functionalities, services and applications, which are
provided and used by (new) stakeholders [1, 2]. It is noteworthy to refer the reader to deliverable 3.1 for
additional information about the clustering of the ICT architecture on the communication layer of SGAM
diagrams and the respective decomposition on lower and upper bounds.

Based on the current regulatory status, the aggregator will become an elementary component, as DSOs in
several countries are not allowed to own for example storage assets. In addition, based on the number of
parties and devices involved in the activation, it is economically appropriate to achieve a high degree of
interoperability, to achieve a simple, low-cost and smooth (technical) integration of the systems involved
as shown in Figure 1-2.

Integration distance

No standards available, requires complete
Custom Integration
Interfaces can be transformed or
mapped

(syntactic interoperability)

Using interfaces
— a common model _

(semantic interoperability)

X

Optimal: Plug and Play Standard defined

Figure 1-2 Integration and Standardization
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We will describe the benefits of interoperability in order to motivate the specification of APIs for
interoperability as stated in the grant agreement. In deliverables D3.5 and D3.6, we will also put the
reference implementation and the abstract test suite into this context.

Figure 1-3 provides an overview of the InterFlex APl and an overall flexibility cloud platform that aims at
interconnecting aggregators and DSOs. The InterFlex API is the component of the platform that provides
the interface between the cloud platform, its internal services and various stakeholders. Besides DSOs and
aggregators, additional services can be added to the platform in order to provide basic services. We
distinguish between internal services such as data logging and user authentication that are deeply
integrated into the platform and external services that can be used to integrate third party data or services
such as weather forecast or demand forecast.

The first version of the InterFlex APl focuses on providing an interface for flexibility activation. Additional
control commands are currently not included in the specification but can be included in future releases.
The current specification supports flexibility activating, pricing negotiation, and is designed to include
further external services. The platform allows for interconnecting one DSO to multiple aggregators that
can control a variety of flexibilities. The flexibility representation is based on the characterization of
flexibility as defined by the BRIDGE initiative [3]. It should be noted that the platform is not restricted to
the activation of electrical flexibility but also allows for flexibility activation in a cross-carrier energy
context.

Flexibility Platform

Interflex AP | ExternalServices |

4 Demand Weather
Open AP . Forecast | | Forecast

Internal Services |

Authenti-

Database fication

Interoperable API

F

Aggregator

Flexibilties

Figure 1-3 InterFlex APl
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1.4 Deliverable Organization

The rest of this document consists of four chapters. The following chapter introduces the state-of-the-art
protocols which are currently used in the InterFlex demos. Chapter 3 provides a brief summary of the
interoperability analysis conducted in D3.3 and resulting recommendations for the InterFlex API that
enables flexibility activation between aggregators and DSOs. Chapter 4 addresses these recommendations
and presents a formal specification of an APl that abstracts flexibility and provides an interoperable
interface between aggregators and DSOs. Therefore, we focus on the InterFlex demos that include
different flexibility activation mechanisms between aggregators and DSOs, namely the Dutch and the
French demos. Chapter 5 aims at illustrating possible interactions between DSOs, flexibility platform, and
aggregators during flexibility negotiation and activation. Two different approaches for the interaction
between a DSO and aggregators are presented. Chapter 0 finally concludes and summarizes this document.
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2 STATE OF THE ART

This chapter presents and discusses the protocols that are currently used in the InterFlex demos to connect
Aggregators or grid control systems to flexibilities. It should provide the reader of this document with an
overview of existing protocols, interfaces and data models in the field of flexibility management.

2.1 OneM2M

OneM2M is an organization formed by eight of the world leading standards development organizations,
i.e., ARIB (Japan), ATIS (U.S.), CCSA (China), ETSI (Europe), TIA (U.S.), TSDSI (India), TTA (Korea), and
TTC (Japan). Its objective is to create a set of technical specifications to create a common M2M layer that
can be embedded within software or hardware, and relied upon to connect devices to M2M servers
worldwide. Covered needs include security and privacy aspects, standard protocols and APIs,
interoperability, application discovery, identification and data management. Each of these needs is
covered by one or more specifications, available on [4].

The objective of oneM2M is to cover a large amount of devices, in various domains such as smart cities,
smart grids, connected cars, home automation or health. The idea is to provide a common service layer
without having to develop a vertical and specific solution for each device.

Application
Entity (AE)

—— Mca Reference Point

- ™
Common Services Entity (CSE)
( Application and ( icati 1 [ 1 ( b
A ] Commanieation Data Management Device
\___Management | Delivery Handling ) |\ &Repository | | Management |
( i N [ 1 ([ Network Service )
Discovery M Group " Location Exposure/Service
L L anagement | | ) | “Ex+Triggering _I_
( ( Y [ Service Chardl &‘ ( Subscriot P ) Mcc Reference Point
B . ervice Charging ubscription an
Registration Security Accounting Notification
N \. A \. » \.
- e

=T~ Mecn Reference Point

Underlying Network
Service Entity (NSE)

Figure 2-1: OneM2M common services functions

The principles of oneM2M architecture are defined in ETSI TS 118 001 [5]. The objective is to shift from a
pipe, vertical model to a horizontal, common layer based model. A set of common functions are then
handled by the common layer instead of being handled by the devices. Common Services Functions are
listed in the Common Services Entity in Figure 2-1. These functions can be hosted in different type of
devices. In a typical smart home use case, some of these functions are provided by a Home Management
System (a Middle Node in oneM2M architecture), others by an external server (an Infrastructure Node in
oneM2M architecture).
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Semantics are covered by the Common Service Function Data Management & Repository. A oneM2M base
ontology is defined in ETSI TS 118 112 [6] and can be used or overridden to describe semantically oneM2M
devices, enabling more interoperability within the oneM2M layer.

The standards of the global organization of OneM2M are available worldwide and are disseminated by the
regional standards organizations such as ETSI. A certain amount of both open source and proprietary
implementations for OneM2M exist. Open sources projects are listed on [4]. Furthermore, a oneM2M
certification has been developed by TTA.

2.2 Open Charge Point Protocol

Being in its early stages, the electric vehicle charging market faces variety at different levels. This leads
to a competitive atmosphere, which can potentially drive down costs and foster technological
improvements. Today, municipalities or private charging providers choose from a multitude of charging
station manufacturers and network system vendors. However, this wide choice raises the question of
interoperability, or, in other words, the ability of each EV charging station to communicate with a central
system, regardless of manufacturer or IT back-end vendor. That is where the Open Charge Point Protocol
(OCPP) comes in. OCPP is the industry-supported de facto standard for communication between a charging
station and a charging station management system and is designed to accommodate any type of charging

[7].

OCPP is an open protocol for communication between charging stations and a managing central system.
The OCPP is an international open standard, which was developed in 2009, and now it is supported by
majority of stakeholders in the EV industry such as utilities, EV charger manufacturers, and back-office
software suppliers [8].

Table 1 Terminology commonly used for the charging infrastructure

Term Explanation

Charging Station The Charging Station is the physical system where an
EV can be charged. A Charging Station has one or more
EVSEs.

Charging Station Management System (CSMS) Charging Station Management System: manages
Charging Stations and has the information for
authorizing users for using its Charging Stations.
Electric Vehicle Supply Equipment (EVSE) An EVSE is considered as an independently operated
and managed part of the Charging Station that can
deliver energy to one EV at a time.

Energy Management System (EMS) In this context, this is defined as a device that manages
the local loads (consumption and production) based on
local and/or contractual constraints and/or contractual
incentives. It has additional inputs, such as sensors and
controls from e.g. PV, battery storage

As such, the OCPP is designed to be vendor independent, thereby creating the freedom for infrastructure
operators in choosing EV chargers and for vendors to supply EV chargers to any infrastructure operator.
Thus, it shall allow charging stations and central systems from different vendors to easily communicate
with each other [9].

2.2.1 OCPP Versions

Till now, several OCPP versions have been released that include OCPP 1.2, OCPP 1.5, OCPP 1.6 , and
OCPP 2.0 [7, 8]. Since new functionalities and extensions are offered by OCPP 1.5, the differences between
OCPP1.2 and OCPP1.5 are relatively significant. For instance, a local authorization list has been
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extended that can be synchronized with the Control CCS. If synchronization is not used, the local
authorization list will perform as the local white list as in OCPP 1.2. OCPP 1.5 is designed to be
implemented with SOAP which uses XML information set for its message format, and relies on application
layer protocols such as HTTP for message negotiation and transmission.

OCPP 1.6 is based on OCPP 1.5, with some new functionalities and considerable textual improvements. It
introduces new features to accommodate the market:. These features include smart charging, OCPP
using JSON over websockets, better diagnostics possibilities, and more charge point statuses, etc.
Due to improvements and new features, OCPP 1.6 is not backward compatible with OCPP 1.5. It
can be observed that OCPP 1.6 has two different variants, namely OCPP-S for SOAP and OCPP-J
for JSON. If a system supports both JSON and SOAP variant, it should be labelled as OCPP 1.6-JS or simply
OCPP 1.6.

Furthermore, OCPP 2.0 introduces new functionalities such as device management compared to OCPP 1.6.
Due to improvements and some new features, OCPP 2.0 will not be backward compatible with old versions
such as OCPP 1.6 or OCPP 1.5.

Most importantly, in OCPP 2.0, following enhancements have been added to harden OCPP
against cyber-attacks that include Security profiles (3 levels), Key management for client-side
certificates, Securing firmware updates, and Security event log. In case of Authorization, OCPP 1.x
was primarily designed for Charging Stations that authorize an EV user using RFID card (see Figure 2-2). If
other authorization systems are being used, the CCS needs to be integrated with such authorization
mechanisms. OCPP 2.0 will be extended to support several authorization mechanisms including SO
IEC 15118 Plug & Charge [10], payment terminal, smart phones, etc.

back-end /
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Figure 2-2: Back-end interoperability across EV charging infrastructure using OCPP and RFID [11]

2.2.2 IEC 63110 - Management of Electric Vehicle (Dis-)Charging Infrastructures

The IEC defined a new standardization initiative by the WG8 as “Management of Electric Vehicles charging
and discharging infrastructures” as part of the IEC Technical TC69 which focuses its work on “Electric road
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vehicles and electric industrial trucks”. The to-be-defined standard is filed under IEC 63110. This initiative
aims at internationally standardizing the communication interface between EVSE and a system that is in
charge of monitoring and managing the charging station. That system is usually referred to as the Charge
Point Operator (CPO) or - as a possible synonym - a Charging Service Operator (CS0O) in the e-mobility
market. As OCPP 2.0 is going to be one of the foundational inputs for IEC 63110 (next to IEC 61850-90-8),
a liaison is set up between the OCA, Open Charge Alliance and the IEC 63110. In the following subsection,
more information is provided in this regard [12].

2.2.2.1 Relevant related standards and liaisons

As described by Elaad [13], different roles and protocols in the scope of e-mobility exist. This can also be
observed more in detail in Figure 2-3. In this figure, the protocols which are easy to position and made for
specific purposes are drawn with solid lines. Other protocols such as IEEE 2020.5 and OpenADR (Open Active
Demand Response) are more generic and could be suitable for use at different places in the EV market
chain. These protocols are visualized with dotted lines. Next to the OCPP as a communication interface
between EVSE and CPO, IEC 61850-90-8 can be seen attached to the dotted line. Currently, the IEC 61850
is considered as a global standard in the field of communications for substation automation, called
“Communication networks and systems for power utili