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EXECUTIVE SUMMARY

This report presents the data management life cycle for the data to be collected, processed
and/or generated throughout the InterFlex project.

As part of making research data findable, accessible, interoperable and re-usable (FAIR), the
deliverable will include information on:
¢ The handling of research data during & after the end of the project
What kind of data will be collected, processed and/or generated
Which methodology & standards will be applied
Whether data will be shared/made open access and
How data will be curated & preserved (including after the end of the project).

Within the InterFlex project, it may be necessary to limit access to certain information, in
accordance with the article 12 of the Electricity Directive by guaranteeing that commercially
sensitive information obtained in the course of carrying out their business shall remain
confidential, and that information disclosed regarding their activities, which may be
commercially advantageous, shall be made available in a non-discriminatory manner.

The document is structured in five main chapters and will be updated over the course of the
project whenever significant changes arise, such as (but not limited to) new data, changes in
consortium policies (e.g. new innovation potential, decision to file for a patent); changes in
consortium composition and external factors (e.g. new consortium members joining or old
members leaving).

The DMP will be updated as a minimum in time with the periodic evaluation/assessment of the
project: M18 and M36.

1. Introduction: this section presents the scope of the document and specifies the EU
expectations for the InterFlex project.

2. Data Summary: this section presents the purpose of the data collection/generation and
its relation to the objectives of the project and the description of the data

3. FAIR Data: This section develops the way data are findable, openly accessible for the
public data, interoperable and re-usable

4. Allocation of resources: this section details how making data FAIR in the InterFlex
project

5. Data Security and Ethical aspects: This section presents the data security and the ethical
aspects within the InterFlex project.
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1. INTRODUCTION & PROJECT BACKGROUND

1.1. Scope of the document

This report presents the data management life cycle for the data to be collected, processed

and/or generated by the InterFlex project.

As part of making research data findable, accessible, interoperable and re-usable (FAIR), the
deliverable will include information on:

The handling of research data during & after the end of the project

What data will be collected, processed and/or generated

Which methodology & standards will be applied

Whether data will be shared/made open access and

How data will be curated & preserved (including after the end of the project).

Within the InterFlex project, it may be necessary to limit access to certain information, in
accordance with the article 12 of the Electricity Directive by guaranteeing that commercially
sensitive information obtained in the course of carrying out their business shall remain
confidential, and that information disclosed regarding their activities, which may be

commercially advantageous, shall be made available in a non-discriminatory manner.

The document will be updated over the course of the project whenever significant changes
arise, such as (but not limited to) new data, changes in consortium policies (e.g. new
innovation potential, decision to file for a patent); changes in consortium composition and

external factors (e.g. new consortium members joining or old members leaving).

The DMP will be updated as a minimum in time with the periodic evaluation/assessment of
the project: M18 and M36.
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1.2. Notations, abbreviations and acronyms

The table below provides an overview of the notations, abbreviations and acronyms used in

the document.

Table 1: List of acronyms

API Application Programming Interface
TRL Technology Readiness Level

DSM Demand Side Management

GHG Green House Gas

LCE Low Carbon Energy

1.3. EU Expectations from InterFlex

InterFlex is a response to the Horizon 2020 Call for proposals LCE-02-2016 (“Demonstration
of smart grid, storage and system integration technologies with increasing share of

renewables: distribution system”).

This Call addresses the challenges of the distribution system operators in modernizing their
systems and business models in order to be able to support the integration of distributed
renewable energy sources into the energy mix. Within this context, the LCE-02-2016 Call
promotes the development of technologies with a high TRL (technology readiness level) into

a higher one.

InterFlex explores pathways to adapt and modernize the electric distribution system in line
with the objectives of the 2020 and 2030 climate-energy packages of the European
Commission. Six demonstration projects are conducted in five EU Member States (Czech
Republic, France, Germany, The Netherlands and Sweden) in order to provide deep insights
into the market and development potential of the orientations that were given by the call

for proposals, i.e., demand-response, smart grid, storage and energy system integration.

With Enedis as the global coordinator and CEZ Distribuce as the technical director, InterFlex

relies on a set of innovative use cases.
Six industry-scale demonstrators are being set up in the participating European countries:

Through the different demonstration projects, InterFlex will assess how the integration of
the new solutions can lead to a local energy optimisation. Technically speaking, the success
of these demonstrations requires that some of the new solutions, which are today at TRLs 5-

7, are further developed reaching TRLs 7-9 to be deployed in real-life conditions. This allows



D2.4 Data Management Plan INter=LeEX

new business models and contractual relationships to be evaluated between the DSOs and

the market players.

Environment: Through the optimisation of the local energy system, the project generates
benefits in terms of increased energy efficiency (load shifts to off peak hours; optimized self-
consumption in case of prosumers, increased awareness leading to active DSM and reduced
electricity consumption), power generation optimization (peak shaving, avoiding electricity
generation from carbonized peak load generation units) and increased share of renewables
(optimized integration of intermittent renewable energy sources), resulting in the overall

reduction of GHG emissions.

Socio-economic: The project stimulates the development of new services for end-customers
allowing for instance the development of demand response service packages for small and
large consumers as well as prosumers. The provision of community storage solutions or the
optimal use of multiple source flexibilities should help to decrease the electricity bill without

any noticeable impact on the supply quality.

Policy: The Use cases of the project will help to

= Formulate recommendations for micro grid operation (control schemes and
observability),

= Elaborate an appropriate regulatory framework for self- consumption and storage
solutions (community or individual residential storage)

= Provide guidelines on the participation of distributed resources in DSO operations
(modifications of grid codes).

ENEXIS

GROEP r,

EN=hiS

LELECTRICITE EN RESEAU

Figure 1: InterFlex Demo Map

Interflex - GAN°731289 Page 8
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2. DATA SUMMARY

2.1. Purpose of the data collection

The goal of the data collection is to design a structure for data classification and define level

of confidentiality and access rights for each subcategory:

- To evaluate the technical and financial performance of the 6 demonstrators and the
InterFlex project

- To communicate properly on the demonstrators and the results of the InterFlex
project

- To make sure the 6 demonstrators methodology and results are exploitable and
replicable

- Without affecting the confidentiality of some data

Data Subcategories’ Owner of data Recipient?

Dissemination perimeter of data subcategories:
For each subcategory and each applicant recipient, owner can choose between:

| ) | ] |

Figure 2 : Level of confidentiality and access rights

Detailed system data need to be transformed before being exchanged with non-authorized

recipient:

- Detailed data: Raw data

- Aggregated data: Aggregated data: Data based on detailed data that are aggregated
at a sufficient level so that raw data can’t be identified(statistical law) with respect
to competition laws

- Equivalent data : Data based on detailed data that are in an anonymous form or with
modified values so that raw data can’t be identified

'Each subcategory with several single information type is assigned to a level of confidentiality from 0 to 2
Z Each recipient or group is assigned to a level of access rights from 0 to 2

Interflex - GA N°731289 Page 9
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2.2. Types and formats of generated or collected data

Different types of data are collected or generated within the InterFlex Project:

Data

Subcategories | Format used

Document

Internal
document

InterFlex
deliverable

Communication
material

Financial data

Project financial
data

Solution cost and

selling price

Parameter

Condition
parameter

Scenario
assumption

Electrical
parameter
Algorithm,
farmula, rules,
specific model

Optimization
value

Forecast
(consumption,
production,...)

Interflex - GAN°731289

Detailed

Mo restriction

Mo restriction

Detailed

Aggregated or

Mo restriction

Detailed

Agegregated or

Equivalent

Aggregated or
Equivalent

Detailed

Data

Format used

Subcategories

Network data

Metwork topology

Metwork state

Fatility data

Customer's
meter state and
output

Other device
state and output

peEm@Eneg - "
specification on
facilities (15 or
devices)

exchanged

hohwoorn |9 ar

KP1

Data for KPI
(input raw data)

KPI (KPPl values)

Customer data

Customer's
contract data

Information sent
to /received from
customer

analysis (profile
analysis, studies
an client
[eactivity 1

Table 2: Data classification

Page 10
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2.3. Data Structure and utility

The data structure has been defined gathering and compiling all project data and processes. It

may evolve and be updated during the life of the project.

The actual structure for Actors and Data for the InterFlex project are listed in the tables below:

Inter

command)

Cateqories Type Subcategories Definition and utility Example
Responsible for operating, ensuring
the maintenance of and, if Avacon, CEZ, E.ON, Enexis,
Actors Role DSO . :
necessary, developing the Enedis
distribution system in a given area
. . . . . -GE
Industrial All industrial partners involved in B
Actors ROE artner Interflex project at a DEMO level - Siemens
P proj - Schneider ...
poos | moe | Unesiyand | A sty orisseachparers |
research partner DEMO level - AlT etc
. Licensed supplier of electricity to an - EDF
Actors Role Retailer end-user - Engie...
. . - Company producer
Actors Role Legal Client A legal client of a DSO that is - Municipalities
involved at Demo scale - - )
- Tertiary service providers
Actors Role Physical client A physical client of a DSO that is - Residential client
involved at Demo scale
Actors System géﬁlrt?égg Facilities to charge electrical vehicles | - Charging facilities
Power plant that use renewable - Photovoltaics panels
Actors System DER installation | technology and are owned by a legal | - Biomass farm
person - Wind power, ...
- Heater
. All devices working on electricity that | - Meter
HEE S IliotEe plue can be find in a customer's dwelling. - Local display
- Customer's battery
All the infrastructure that are used for
Communication | communication at all level (from - Modem
Actors System » )
infrastructure customer's place to power - Routers
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All devices placed on MV/LV network
for monitoring or gathering

Inter

- Secondary Substation control
infrastructure

Actors System Network device information on grid's situation or - RTU : Remote terminal units
electrical parameters values. It also - Circulits breakers
include the IS associated - sensors
All the hardware and software
associated, used at power - SCADA
Actors System ISIT ' . - Central database
command to control and monitor the .
- Control operation center
network
Interactive All device used to interact with
L . ) Lo - Web portal
Actors System communication customers in order to involved him in ; N
A - Display used for communication
device the Demo
Table 3: List of actors
Categories Type Subcategories Definition and utility Example
All the documentation made by ) ’
- . - Meeting minutes
Internal Demo to run operation, to monitor e
Data Document R - Report on the cost's impact of
document and conduct the project's good selected flexibility plans
development yp
- Risk analysis
fl All the deliverables that Demo have ) Docqlrngntatlon on KPI
Data Document :jntle_:r exbl to produce during the project's time ) getm ed use Chas.e |
eliverable as agreed in the DOW - Report on technical
experimentation, market research,
Communication All the documentation that describe - Purpose of the DEMO (leaflet)
Data Document - the project to the public and can be - Brief description of use case
material . :
put on the future website - Location of use case
All the financial data that are
. . . . . produced during the project and that ) .
Data FIEEEL P B T are used to make financial report for Invoices .
data data o ) - Cost and time imputation
European Commission and internal
report
) . - Unit product cost of hardware
Financial Solution cost All the f|nanC|a_I data ;hat can bg developed by Demo
Data . q made concerning estimation prices : :
data and selling price . S - Sell price of the solution develop
of solution for replication
(software,...)
" All the external parameters that may | - Weather
Condition . ;
Data Parameter arameter influence the success of the use - Time of day
P case - Day of week ...
. All the stated parameters that are . . .
Data Parameter Scenarlo_ necessary to determinate a scenario ) Locatllon of ‘|slland|r_19
assumption for the use case - Experiment's location
Electrical All the electrical parameters that are I\?éigsgléy
Data Parameter parameter used to supervise the network and its | _ Frequency

good state

- Quality
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- Algorithm to optimize flexibility

Algorithm, All the intellectual data that are plan
Data Parameter formula, rule, created during the project to made - Simulation to determine location
specific model software's contents of circuit breaker
- Voltage regulation algorithm
Values of parameters that optimized
Data Parameter Optimized value | the use case or the demo's - Optimization time of islanding
performance
All the data used to forecast - Forecast customer's consumption
Data Parameter Forecast data consumption or production of - Forecast photovoltaic panels'
customer production
All information on network devices - Map of the network
Data Facility data Network and their location and interaction, - Substations location
y topology mainly coming from GIS (Geographic | - All the other data found in the GIS
Information System) (Geographical Information System)
- Feeding situation in a distribution
All information concerning the area
. network's status (global or local) at a | - State of network regarding Limit
PEIE Facility data precise moment useful to monitor the | value violation
network - Location of constraint
- Flexibility needs of DSO
Customer's All the information concerning - Customer's consumption o
Data Facility data | meter state and | customer’'s meter state and outputs ) P
h . production
output information
- State of charge of batteries
- Consumption data coming from
» Gl devies All t_he‘lnformatlon concerning meter _ _
Data Facility data device's state and outputs - Production data coming from
state and output | . .
information meter
- State of charge of storage
components
- Order sent to breaker devices
. (open, close,...)
L e All automated information sent - Information on local network
exchanged Al )
Data Parameter between facilities in order to send status coming from sensors
between IS or . ; D
. information or order for monitoring - Order and roadmap sent to
sent to device . -
network devices (batteries,
aggregator,...)
Detailed All detailed information (reference - Detailed specification of the
P components, specification, telecommunication infrastructure
Data Parameter specification on - - L
devices prom_:ess,...) useful to build the - Detallt_ad specification of
devices interactive sensor network
All information on network devices - Map of the network
Data Network Network and their location and interaction, - Substations location
data topology mainly coming from GIS (Geographic | - All the other data found in the GIS
Information System) (Geographical Information System)
- Feeding situation in a distribution
All information concerning the area
Data Network NEmaEk SEe networks status (global or Ioca_ll) ata | - State _of n(_etwork regarding Limit
data precise moment useful to monitor the | value violation
network - Location of constraint
- Flexibility needs of DSO
- Duration of experiment
Data KPI Data for KPI All raw data that are used to - Customer response to DSQO's

(input raw data)

calculate the final KPI

demand
- Electrical parameter used for KPI
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All the KPI values and the way to - Economic KPI
DEIE b R (L vElLEs) calculate them - System Efficiency KPI
Customer Customer All the data in customer's contact - Address
Data , that are used for contact or make - Phone number
data contract’s data :
payment - Bank account details
- Customer's response to DSO's
. All the information and data that are request to reduce consumption
Information sent - Information and data available to
Customer . exchanged between the DEMO and ) . L
Data to /received . . customer in order to visualize its
data the customer in order to involve .
from customer B ) consumption
customer in the experiment -
- Advices and encouragement sent
to encourage a smart consumption
Customer All the data that are produced in .
si fil h - Customer's typology and
Customer analysis (pro ile order to better un(_jerstand t e behaviour patterns
Data analysis, studies | customer's behaviour regarding the : \
data 4 - A - Analysis on customer's response
on client possibility to adopt smarter habits in )
. . e ) to DSO's request
reactivity) their electricity consumption

3. FAIR DATA

Table 4: List of data

3.1. Making data findable, including provisions for metadata

In order to make data findable and usable, regarding the level of access rights, rules have

been defined to identify the data.

KPIs

Data concerned

All demo KPIs
Common KPIs

Characteristics

KPI values were created in order to be shared and published outside the Interflex project
KPIs reflect the results of the demos and the InterFlex Project and are one of the main tools

of the Technical Management
For each KPI, the level of dissemination has been defined in the deliverable
‘D2.2 MinimalSetOfKPIs_CEZd_InterFlex_V1.0’

Rules/ Identification/Versioning

Decision has been taken that only calculated values will be put inside the data clearing
house located on the Project Intranet. The data collection frequency and responsibilities

for data collection are defined for each KPI in the deliverable
‘D2.2 MinimalSetOfKPIs_CEZd_InterFlex_V1.0’

o Data name
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Data ID

Methodology for Data collection
Source/tools/Instruments for Data collection
Location of Data collection

Frequency of data collection

Data responsible data collection

KPI ID

KPI Name

O O O O o o o o

Each responsible for WP KPI collection is the WPL who collects the different KPIs in the
database stored on the InterFlex Intranet, so the Technical Director can assess the project
thanks to the KPI collection.

Each Raw data and calculated value has an Object Identifier defined in deliverable

‘D2.2 MinimalSetOfKPIs_CEZd_InterFlex_V1.0’.

InterFlex Deliverables

Data concerned

List of deliverables defined in the Grant Agreement (or its amended version)

Characteristics

Depending on the deliverable, perimeter of dissemination can be different
A level of dissemination is already pre-defined in the Grant Agreement

Rules/ Identification/Versioning

Level of dissemination is chosen by the author and Technical committee validates the
choice. Main deliverables and appendices may have different levels of confidentiality,
especially if appendices are more detailed

The deliverables are available on the Project Intranet and on the website for public
audience

Versioning and nomenclatures are defined in the deliverable

‘D10.1 ProjectManagementPlan_Enedis_InterFlex_V2.0’

Demo’s local Data

Data concerned

Internal documents

Electrical parameters

Forecast data

Device state and outputs and information exchanged between facilities
Customer analyses (profile analyses, studies on client reactivity...)

Characteristics

Data used to run each of the Demos on a daily basis
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- Data are with low added value outside source Demo, as Demos are running
separately without overlap

Rules to be applied

- Data should stay at Demo level and be used only by Demo partners for the
achievement of their activity
- If another partner outside Demo needs these data, a written request and
explanation should be provided about the way he is going to use the data
(Agreement form)
> Sample data in an anonymous format can be sent only for illustration
> Providing aggregated data should be the rule
- A global description will be integrated inside deliverable

Project Financial Data

Data concerned
- Invoices
- Time spendings/imputations
- Cost/price
- Company internal financial documents

Characteristics
- Data can be at different levels of details
- Detailed data (cost by unit) are extremely sensitive
- Demos need to send financial data to Coordinator who will aggregates data to
present a global cost statement covering all Demos and general expenses of
each partner (for internal financial report) broken down to individual WPs

Rules to be applied
- Detailed data should stay in partner's accounting system

- Data sent to the Coordinator should be in the detailed level described in the

template provided by Coordinator
- All data sent to Coordinator must be kept strictly confidential and must not be

disseminated
- Coordinator aggregates data to present to the consortium
- Company internal financial information is not shared

Network Data

Data concerned
- Network topology
- Network state

Characteristics

- Network topology GIS information and Network state are highly confidential
and sensitive
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- Network state can be sensitive information as it can reveal grid's weakness and
vulnerability

Rules to be applied
- Network topology with GIS information must not be shared except between
DSOs

- If another partner needs network data, a written request and explanation
should be provided about the way he is going to use the data (Agreement form)
> Data in an anonymous format : equivalent data without indication of location
can be sent

> Providing aggregated data should be the rule

Demo Customer Data

Data concerned
- Customer's meter data
- Customer's contract data

Characteristics
- All this data are strictly under personal data protection (European and national
laws)

- Detailed identification data (address, phone number,...) are sensitive
information and must be secured

Rules to be applied
- Customer's contract must never be sent

- As stated in laws :
> Customer must have an access to this data
> Data must be protected and traceability of the use must be made

> Data can't be disclosed to anyone without the full consent of customers on usage
and access rights

- All this information has to be clearly stated in the customer's contract that is
signed to enter project

- in order to send information to other partners if the need is clearly
established, these data have to be delivered in an anonymous format
(equivalent data) or aggregated format

- The DSO must ensure to record these data in compliance with their national
data protection regulations

3.2. Making data openly accessible

Data that are used to manage the project within the consortium are stored on the Project

Intranet with a private login and password. This intranet is used as a working tool for the
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sharing of documents related to InterFlex and consists of a private area, accessible online to

the project partners.

It allows the safe access to project information and reports, circulation of preparatory and
internal work, online exchanges and virtual communication tools such as shared Agenda,

Instant Messaging etc.

Groups and access roles have been defined in order to assure clearly identified access rights.

( Project coordination
4. Technical 5. —
1&:::::::;= 2. Meetings 3. Reporting Coordination Communication & Inti;;i;“'lw
| | . (WP2) JEE (WPa] |
Bdmin: fecting Minutes Tew;lm‘hrl-sl-:h [ press rele‘::l: : [
= c:mgm‘?—a‘:‘;ﬁ H (e, d:nsnnl ] chemtist, etlowup, To be defined papers/ Tobe defined 4 wes
project calender tracker, action log deivernbles per WP publications
Communication : eral Assembly - Fimancial :
H Lozos, templates, - P'“‘”::_’"“" & = Templates, Ta be defined To be defined To be defined - WPS
worang S 3 .
films dn:umg:t: financial reporting
. Steering Risk Management :
| Contractual:GA, | | | Committes : L] templates, financial o w7
CA, Propesal presentation & reporting
working documents
M"fﬁb'u Technical commitiee .
L] submitted to b= revarfalen B ey B es
the Ec docurrmsls
Weekly updates
L] presensticne L] WPg
working documents

Access All Members of Steering Committee
All@interflex-h2020.com sc@interflex-h2020.com
members of WP only

wox@interflex-h2020 com x = 1.2, 8 Members of Technical Committee

wpl@interflex-h2020.com

Figure 3: Tree view of the access rights of the Intranet

Data that are public are accessible on the project website. Key words and search tool are

available in order to make the data more accessible.

Confidential data are identified with a confidential tag in order to protect them.



The access rights per actors per data is described in the table below:

Actors involved

Subcategories | Format used

Document

Internal
document

InterFlex
deliverable

Communication
material

Financial data

Project financial
data

Solution cost and

selling price

Parameter

Condition
parameter

Scenario
assumption

Electrical
parameter
Algorithm,
formula, rules,
specific model

Optimization
value

Forecast
(consumption,
production,_..}

Detailed

Mo restriction

Mo restriction

Detailed

Aggregated or
Equivalent

Detailed

Aggregated or
Equivalent

Mo restriction

Detailed

Aggregated or
Equivalent

Detailed

Detailed

Detailed

Aggregated or
Equivalent

Detailed

Owner Partner DEMO D50s GWP All DEMOs | All GWPs All European Public
{s)chosen InterFlex | commission
X x X
X x X X X X x X X x
X x X X X X x X X x
X X X
X x X X X X x X X
X x
X x X X X X x
X x X X X X x X X x
X x
X x X X X X x X X x
X x X
X X
X x
X x X X X X x X X x
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Data Actors involved
Subcategories | Format used Owner Partner DEMO DSOs GWP All DEMOs | All GWPs All European Public
[{s)chosen InterFlex | commission
Detailed
= Metwork topology
= Aggregated or
= _ X X X
= Equivalent
E Detailed X X
z Metwork state A -
ggregated or
Equivalent * * * * * *
Customer's Detailed
meter state and
output Aggregated or X X X
Equivalent
} Detailed
.E Other device =t X X
1:'-'__ state and output  REETEEERE R
= Equivalent * * * *
'"""'E L= = [ e e e
specification on  [RESERE: i
facilities (IS or N -
devices ggregated or
) Equivalent * * * * * * * * *
0 dlJ
exchanged Detailed i i
hobsroan 1S Ar
Data for KPI .
= (input raw data) LEEILE *
= Agegregated or
KPI (KPlvalues) [ X X X X X X X X X
Equivalent
Customers .
contract data BEEaNEd
= Information sent Detailed N X
= to freceived from
] customer Aggregated or
£ - X X X X X X X X X
H Equivalent
- OSTOrme
S analysis (profile [REEIEE X %
analysis, studies -
an clignt Aggr_eg.:ted at X X X X X X X X X
reactivity 3 Equivalent

Interflex - GA N°731289

Table 5: Data classification
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Inter

3.3. Making data interoperable

In order to identify and aggregate the data in an interoperable way the InterFlex project
uses the SGAM framework/ Use case methodology approach and also the IEC PAS 62559

based template to describe in detail the Use Cases. See deliverable D2.1.

The SGAM framework and it